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SEBUTITY IFOnMATION
PROGRESS REFPORT - 1&80

{Cetober 1950 - December 31, 1951

WO
The Security Program fs.based upon the concept that a penetration of

the Cl4 is a No. 1 target pi il £wm¢ on intelligence agencles of subversive groups
within the United States, .l%{}xm” aim 5 the divect protection from panmrmm% or
commpromise of every smployss, (huim*mg facilityy-eq ﬁiyﬂ‘&l‘.{‘ﬁ, document o in-
formation which could tend to disclose dyr intelligence and a\’a;r intellijence sources
and methods. In addition to positive azztxwymw?.x*aﬁ;mn defense, the program seust
ym:a\miw}ecmmnu ng controls and policy gaxdafmm to our personanal to avoeid inadvertent
disclosnres, compromise of Odx material outside the Agency, and leakage of Lu;s and
pleces of ‘mfmfm&tmn which may give a defx.mm pieture of Bh% activities to foreign
intellipence analysts,

Assuming the ulmost in thoroug fhﬂ&,mﬁ"im investigation of applicants, the
sest investigative aids, perfection in g:;ua.rd ay&stﬁm&, protective devices and cone
%,‘:-:‘Qi&;;, we afficm that real security is no betley than the leadarship in this field
exereised by supervisors at avery level, xxmrxthan the degree of pevsonal securily
responsibility assumed by Phe mass mf xmiwwwﬂ emplovess.

, This Progress Repoet of me\\izmgsm:tm% and Security Odlice will conside
secur iy epervations a'iurm,a; the period frow the standpoint of major security funct cas
reguived and performed rather than tixg\\&ﬁmmiﬁm“a&tiva: prganization used. {
fun:ticnal presentation omits the confusvon of administrative comparimentation on
@ “m»:aa} 1o know" basis necessitated jtself k{y af:erm'u;y factors.) /j‘fi‘he: fnllowing ave
the major secuvity operatioons of the I&BO: e

ot

{1} Screcnng and velling of pevsonnel

{2} Indoctrication of personnel

{3} Emploves controls
A4} Physical Security contvols

{8} Policy Controls

{6} luspection

{7} Counterv«lntelligence Reseavch and Action
{8} Operational Support
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“Indoctrination;

Indoctrinafion mc}.uc:‘lm% the initisl Security and Agency u‘xdmctrmai.iam of the
employee, the guidance to “hirn through Becurity Regulations and 3 series of inter-
views such as departure interviews before going ﬁ\*ﬁﬁi‘&ﬁa&ﬁj debriefings on return
{rom ovaerseas or special assignmen b ose geurity advisory interviews upon his request
on official or personal problems ) Maxﬁ exit interviews upon his termination. The in-
dactrination as a whaole of the employee has improved during the parmri by the {our-
day Agency Indocirination inaugurated by the Director for Traloing. | {This, in
addition to being an efficiency and morale factor, is a definite securily improvement
in reducing security breaches through ignorance Qr naivete, On the other hand, the
inttial security indocirination needs improvement, ;}31\1@ io lack of sultable auditorium
space and due to the great influx of emplaymm the mfmlxty to give careful personal
indoctrination by both I&50 and their own supervisors bas not been as thorough as
when the Agency was small, Again, sm:umty leadership and supervision atb all
levels has nol been as good during this pericd due to the operational preszures.

Ermployee Controls:

Employee controls within the U, &, ref‘guire an incrensing amount of effort
by this office as the Agency grows! These controls M; first iseem somewhat re.
strictive o new members, and as meniioned above nnnsidm"abm indoctrination is
necessary to enforce them, E.E‘ném“ this category ﬁ:ﬁ}fﬂ@miil the personal problems
ranging {rom the major cons uiami’mm of cover down to individual problems of
attendance at courses, mﬁ;he:w'x;:vhxp of articles for j@ﬁhlicatifoni or arrests and court
actions for minor offenses. Deep COYED persons foﬁ‘&t‘ no great problem as they are
not ‘or should never be brought near s:mw buildings \ami nre handled personnally by

case officers., ifimwvm, the mass of h it ﬁffwia}. cover personnel now being re-
cruited pose many pra}hi@mm:’ The cover situation for these people has detericorated
to some extent during the perviod but by the ¥all of 1951 a general tightening up §58

corvecting the situation.

Qverlapping into the functions of policy, indoctrination, and employes con=
trol s the principle of anonymily which this office believes esseatial to security
for the great bulk of our people. Mention of cur people by name in the Fress and
articles either writien by them or about them may in themselves contain no classi-
fied information bul as 53; pard of the P"eatiern’ made up by foreign analysts might

become of definiie valuve. In some coses it renders the persons forever melwwle‘:
\}?’”"‘“ﬁﬁ“‘”’@ﬂ-\mw‘*\\a
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of being sent abroad on aven 2 semi-covert basis., The growih of the Agency and
ihe obvious interest of the press and public make difficult a common sense enforce~-
ment of the prindiple of ancaymity. Messures are being taken to improve this pro-
codurs, : B —_— ' f

LY S S

It is in emploves control matters that a paternal or should we say {raternal
approach by Security is imperative.- There have been numbers of cases ranging
from mental breakdown to personal disaster where the positive help of Security is
necessary to aveid chance of security risk to the Agam’;yf"" We have found during
the vear thnt this type of positive help has increased the confidence of the employees
‘a IXS0 and causes them fo come to us voluntarily wﬁig;ﬁ their yrobla&mﬁ.// '

Physical Securiif-Controls; 25X9A2

During the period, the number of Cla buildings increased fro
This large number of buildings, mwany of thern widely separated, creates a delinite
security bazard which has been reporied many times. The cost of the guards alone
smounts 1o approximately $706, 000 annually. The sdditional transportation and
courier systems necessary to maintain such a wideapread installation is not only
costly but creates many risks in iransil of docurments and in collection of classified
waste, el

Notwithstanding the space difficulty, the physical security controls have
fept up with the increase in the Agency. The GS& guards on duty with ClA are paid
at srades higher than other G3A guards and they have all heen sacurily investipated.
while these guards are not of the highest typs, the physical security system is
based wpon the combination of the guard at the door, the hadge system, the regula-
jons irnposed upon employees in not leaving classified information exposed, and at
aight on the combinaiion of restricted entrances, geards, locked safes, and nightly
inspections of premises not only by the fuards but by our own aight sgcurity ofiicers.
Froportionally, security vielations such as open safes and exposed classified
material have definitaly decreased duriag the period,

improved technical alds tu puysical security such as micvophone delectors,
ate, have been more widely used, Great lmprovements have been made of methods
of destruction of classified waste, _ : 25X1A
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Security policy is of course a part of each of the other funciions, Howe
ever, we have Jfound our overall policy problems greatly magnifled. Major policies
which have been handled include dlssemination of intelligence to vur own goveranment
departments and the {nterchange of spesific intelligence with foreign governmenis.

It is belleved that we ave on o sound basis to date in this respect allthough the decision
as to what and to whom o give our information will always be a delicate one. These

policy problems have reguired closer securily liaison with the major delense agencies

of the government. During the period this office also engaged in actual security

25X1C

m p&m m"»

Xnﬁpm:ﬁimx is an integral pavt of & securily system to ;:émvma ovarall
examination of sach funciion and o provide the capability of separate examination
of the component paris as well as specialized {nvestigation when directed, The nood
for increase in Inspection activities became appacent during the pericd and betier
facilities were provided., However, 2 more thorough inspection procedure is still
needed, almed mrmmwﬁy ad basic securily praciices ouiside of Washinglon and a
an assislance o Senior Representatives and Chiefs of Missions abroad, I&50 ha.s
provided a number of trained security officers to our field missions in 1951 and
; many more ars planned. Itis next importent to follow up on these persons through
l correspondence and by visits in order to help them to coordinate their problems
and to provide necessary assistance sad mors uniform policy guidance. Gthey
inspection functions ave most varied rangiog from physical and personnel security
surveys of contractors’ planis, securily surveys of covert and overt U, 5. iustalla-

25X1Cde tions, major administrative fnvestigations ordered by the DCL or Deputy Directors,

25X1C

The inspection function is nol yw& carﬁpimmy carried out and & more com-

plete program is mqmr&ﬁ
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Counter-intellipence Research and Actiom

.

The means and measures necessary for counter-intelligencs have hept
pace with the growth of the Agency.. The developmant of aur own investigative
files and reference indices containing many thousends of names cross-indexed
for counter-intelligence purposes has been of gress assistance not only in sCTeaning
Lut tn study of possible counter-intelligence problems. The use of Sur investigative
agents on counter-intelligence work i curtailed due to the tremendous applicant
case load and will only be remedied when gur investigative cepabllities are increased
to adequate size as planned. Direct and highly profitable counter-intelligence
lizison has beea set up with other majoy investigative agencies and with certain
civil authorities. Ressarch and study of our files snd of the various ‘patterns”
invelved in possible countsre-intelligence problems has been glven more gmphasis.

‘Mo major penetrations of the Agency have been discovered during this period,

although s number of possible penstrations have been Yaeoreened” out before entrvance

;oon duby. O the other band, no real evidence of an important penetration has been

found by us or been reported by the FBI, j However, the IHS0 goes on the assumption
that there roust be some penetration and ‘can not be complacent on this score.
Nevertheless, the Agency has not had one cass of an alleged subversive brought
hefore the Congress or before the public by allegations in the Fress.
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Despite the phenomaenal growth of the Agency duriag this periocd,
it has been possible to maintaln & sound Security Program which
probably has the highest standards in goveramend, There are weaknesses
we know of, and improvements we must make. There is much cradit
due to our lesders and to the bulk of our smployess. Dasically security
cpests with thens and 1% is not an easy virtue., This office is proud of and
gratelul for the support it has received. We are & youny agency and
much better than we realize. The boy has goue through adelescence
and has become a prefiy souhd guy whe has a great future i he continues
to keep his eve on that ball, '

f o | SHEFFIELD EDWARDS
‘ ‘ ' Colonel, GSC
Assistant Deputy/Inspection & Security

SERURITY nronmiaaTion
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